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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.809.
2
References

[1]
TR 33.809
3
Rationale

The following editor’s notes are addressed in this contribution

Editor’s note: Who is root CA and how many root CAs are FFS.


Editor’s note: The impact of USIM storage for trust anchor provisioning is FFS.


Editor’s note: How to update CA certificate is FFS.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***

6.27.2.1.5 Trust anchor provisioning

Trust anchors can be provisioned into UEs (e.g., in USIM) using either out-of-band or in-band mechanisms. Out-of-band provisioning of trust anchors leaves no risk window since it allows a UE to verify signed SIs starting from the first registration with the network, thus it offers the best possible security. However, it may create dependence on other parties, particularly in roaming scenarios. In-band provisioning of trust anchors allows an operator to provision its own trust anchor independently while offering deployment flexibility. However, in-band provisioning may have a risk window during which a digitally signed message cannot be verified if the trust anchor has not been provisioned.  

To avoid risk window, trust anchors should be provisioned out-of-band if possible, e.g., by a home network (the procedure for provisioning the public key for SUPI encryption can be reused), or by a Standalone Non-Public Networks (SNPN). In-band provisioning (e.g., based on the procedure proposed in solution 7) should also be supported to update existing trust anchors (e.g., due to certificate expiration). 

D5: Trust anchors are provisioned into UEs (e.g., stored in USIM) out-of-band, e.g., by a home PLMN or an SNPN but can be updated in-band when necessary. 

In roaming scenarios, the trust anchor of the roaming partners should be provisioned by a user prior to leaving the home network. If the trust anchor of a roaming partner is not provisioned, the UE is still able to select the partner’s network by following the cell selection strategy outlined in 6.27.2.3, provided that UE security policy allows for such selection. 

Note that not all trust anchors of all roaming partners need to be preconfigured into the UE at the same time, reducing storage requirement of the trust anchors. For example, if a UE only visits a few roaming partners, the UE will only be provisioned with a few trust anchors. In a possible but unlikely event that a UE visits all the roaming partners and there is not enough storage space for all trust anchors, a stored trust anchor can be overwritten by a new one, e.g., based on the last time the trust anchor was accessed.  


Editor’s note: Process and requirements for trust anchor/signature validation upon SIB reception are ffs.
Please refer to 6.20.2.5.1 of solution #20 for more discussions on root CA, USIM storage required for storing trust anchors, and trust anchor update. 




***
END OF 1nd CHANGE
***

